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Goals

 Review the purpose and high-level architecture of the EFP AAI
 Describe the onboarding and usage experience for End Users

 Explain the integration options and process for Hosting Entities



About the EuroHPC Federation Platform



The EuroHPC Federation Platform (EFP)

"A one-stop-shop for accessing and utilizing EuroHPC systems and services"

A platform and federation framework which provides a streamlined, single point of onboarding and via
which user can access all systems and services available to them in the EuroHPC ecosystem.

Direct access | Interactive interfaces | Programmatic APIs | Unified software stack
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EFP Main Features

Federated identity and Single-
Sign-On (SSO)

Users utilize the same login and
identity (e.g. granted via their home
institution or national identity provider)
to authenticate to all services and
systems. Process for onboarding
Industry.
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Federated software catalogue

providing a pre-installed pseudo-
uniform software stack on all systems.
Advanced discoverability features for
available software.
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Resource allocation,
management and monitoring
across systems

Users can view and manage their
allocations and project members

across all systems using a single

interface.

Advanced workflows and data
transfer

Workflow execution and data transfers
across systems, along with smart
scheduling capabilities and high-level
graphical interfaces for creating and
managing workflows.

Interactive web-based usage

with e.g., remote desktop, command
line, Al training monitoring and Jupiter
notebooks. Ability to launch batch jobs
and browse files on the
supercomputers.

Direct access utilizing SSH
certificates

Short lived certificates which are
obtained via a login flow with Multi-
Factor Authentication (MFA) for
increased security.



Impact of EFP on User Journey

Without EFP

1. Apply for a project in the EuroHPC review portal

2. Accepted projects are manually transferred
to each EuroHPC system

3. User is invited to complete a separate registration
process at each EuroHPC system

4. User uses separate portal and credentials to access and
manage project at each EuroHPC System

With EFP

1. Apply for a project in the EuroHPC review portal

2. Accepted projects automatically flow
to the EFP and to each EuroHPC system

3. User is invited to join a project and
registers through the EFP

4. User manages access and projects
using just the EFP

There are no changes to the services and capabilities offered by the diverse set of EuroHPC systems.

Onboarding and managing projects across all available systems just becomes much easier through EFP.



An overview of the EFP AAI



The key components of the EFP AAl

1. EFP Federation Infrastructure Proxy (FIP)

Based on GEANT eduTEAMSs, the EFP FIP connects
every EFP service

2. MyAccessID

Provides the EFP FIP with end user identities

3. SSH Certificate Authority (CA)

Generates short-lived certificates for accessing
EuroHPC Hosting Entities’ systems

4. Hosting Entities’” AAI

Not part of the EFP AAI but optionally Hosting
Entities can also connect their own identity
providers and clients to MyAccessID

This can add value in certain circumstances for
Hosting Entities
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MyAccessID

» A GEANT service providinga common identity
layer for infrastructures — such as EFP and EOSC

* |t connectsidentity providers from universities,
research organisations, elDAS, and other sources

* MyAccessID provides the EFP with

e user registration and account management

e identity vetting using passport verification

e multifactor authentication

* a Guest Identity Provider for non-academic users

* End users can also use their MyAccessID account to
access Hosting Entities’ other services (if connected)

: @ AccesslD

i Identity Layer

i Infrastructure Service Domain Layer
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SSH Certificate Authority

e Using their MyAccessID account, the SSH CA
enables users to access Hosting Entity’s systems

 The processis secure and simple for end users
and Hosting Entities

* Users are only offered certificates for resources
that they are entitled to access

e Certificates are
e providedto authorised users
e scoped to each hosting entity
e limited to a lifetime of one hour
e and onlyissued after an MFA challenge

e The SSH CA is also used by other internal EFP
components programmatically (workflows, etc)

v D EuroHPC SSH CA X 4

< C | & httpsy//sshca.my-eurchpc.eu

Login to European Federation Platiorm

ssh -i ~/.ssh/id_$CA -p $PORT $HOST to

ken

$TOKEN

» ~f.ssh/id_$RESOURCE

-cert.pub (X}
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EFP AAl for end users



End user onboarding

If the user is not recognised, they are invited to
* register with EFP (and MyAccessID, if @ AccessiD
needed) v ‘
e accept the Terms of Use and Privacy Policy

If the user does not have access to an eligible e TS TRcem O T
identity provider (e.g., a non-academic user) i

they can create an account with the MyAccessID

Guest Identity Provider

To complete onboarding, end users must .
» verify their identity using their passportand a .
mobile phone application ——
* register an authenticator for multifactor
authentication

Once onboarded, end users can start accessing the
EFP service’s immediately (subject to authorisation)



EFP SSH Certificate Authority

User browses to web SSH CA

B EuroHpCssHCA

Login to European Federation Platform

Vv

User authenticates against their identity provider

~ 4 Loginto your account X t - o

//questidp.accmyaccessid.org

e English ~

Log in to your account
A service has requested you to authenticate yourself. Please enter your usemame and
password in the form below.

Username

54 SRESOURCE-cert.pub ()

josh.howlett@geant.org

Password

Forgot your password?

Acceptable Use Policy Privacy policy

User performs mandatory multifactor authentication
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proxy.accmyaccessid.org,

Additional verification required

The service you are trying to acce: onal

erific:

Authenticator app

Recovery

an

B EuroHPC SSHCA x

'sshca:stg.my-eurohpc.eu

n to EFP Staging Environment

Login to EFP Staging Environment

Issued Certificate

HENCUP L 1C ik

“validerincipals™:
642484 f-542f -1b64- 800385 F7fa6F8s0acc myaccess

s
“Validaft:
“validaef

-04-28T11:01:01",
-28T12:02:017,

Copy a command for a resource and run it in your local terminal to
download the certificate

Deucalion
efp-login.vega izum si
ip-86.50-230-45 kaj poutavm fi

Just Testing

FEFEPIAE

Login fzj de

ssh -4 ~/.ssh/Ld_SCA -p SPORT SHOST token STOKEN > ~/.ssh/id_SRESOURCE-cert.pub (%)

User downloads a certificate for the resource

Vv

ssh-damain-grant@icore.aal . geant.org™: “[\"login.deucalion.macc.fecn.pti™]"

null,
h-ed25519 AAAACINZC11Z0TINTE SARAATASF iBT8QF wkUZV] 2BbEEHLERE 7RZI6YMID jul BROTCO"

ed2ss1e”,
igLFUMKDH SENTUHNO ] KB vKQrHEGm+ 4 TPXANLSME ] KB ]y TqpaNDBULA THZ 1QES hKHUHP 2 1HI GLVXuOAg ="

Use the following command to login to the resource:

ssh -0 CertificateFile=w/.ssh/id 1 deucal cc.fecn.pt-cert.pub josh. howlett@login.deucalion.macc. focn.pt

ssh - ~/.ssh/Ld_SCA ~p SPORT $HOST token STOKEN > =/ .ssh/id_SRESOURCE-cert.pub ()

[
User copies the SSH command from the browser...

...and pastes the command into their terminal
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Essential points for end users

* Registration is quick and easy, if users are prepared
1 AccessID

e All end users must have a MyAccessID account
* They will be prompted to create an account, if
they don’t already have one EUROPEAN UNION
* Where possible, use an eduGAIN identity provider for
the best user experience
* For other (usually non-academic users) register with
the MyAccessID Guest Identity Provider

* During EFP registration, end users will need PASSPORT
* their NFC-enabled passport
* their mobile phone
* with the “ReadID Ready” app installed
e and their preferred authenticator app

» After registration
» Keep a copy of the MFA recovery code in a safe place
e Optionally, remove the “ReadID Ready” app
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EFP AAIl for Hosting Entities



SSH CA integration

* Hosting Entities must integrate their system with
the SSH CA to accept EFP users

$ ssh-keygen -L -f ~/.ssh/id efp.lumi.csc.fi-cert.pub
/home/josh/.ssh/id efp.lumi.csc.fi-cert.pub:

° The details Of each Hosting Entity’s integration Type: ssh-ed25519-cert-v0lQ@openssh.com user certificate
_ _ Public key: ED25519-CERT
will vary, but the general approach is the same SHA256 :CihDEMsLg/z0Ix/e+d6jQFyHO8MkyS TEZIT25gOgRi I
Signing CA: ED25519
SHA256 : zZBERWNBCsqnQFo605mieee6sQHerFBhchTiIg8ymD+Y (using ssh-ed25519)
. . Key ID: "64a48dff-542f-4b8d-9f0e-93a5f7f96f9%4@acc.myaccessid.org"
1. Download the SSH CA public key and configure Serial: 1774630421907173074
. Valid: from 2026-03-27T16:52:41 to 2026-03-27T17:53:41
your SSH server(s) to trust it Principaie:
2- Configure your SSH server to provision the user 64a48dff-542f-4b8d-9f0e-93a5f7f96f9%4@acc.myaccessid.org
. . , Critical Options: (none)
with a local account based on the certificate’s Extensions:
. . it t-f 1
principal; this takes a value of the user’s bormi t-port-forwarding.
H H permit-pty
MYACCQSSID Identlfler ssh-domain-grant@core.aai.geant.org UNKNOWN OPTION:
3. Conﬁgure your SSH server to require that the 000000135b226566702e6c756d692e6373632e6669225d (len 23)

“domain grant” certificate extension matches
your domain (as registered with EFP Allocations)

« GEANT provides tooling for parsing SSH certificates
(by openssh) to facilitate steps 2 and 3



MyAccess|D integration

* Hosting Entities can connect their AAIl systems
(services and identity providers) to MyAccessID

* Benefits include:
e Staff affiliated with Hosting Entities can use
their organisational identities to access EFP

services
* Hosting Entities can make their services x ACCESSI D

available to users with MyAccessID accounts

* Integrations are enabled and supported by
GEANT directly, and not through EFP

* They may require non-trivial local configuration
(e.g., account linking) so require planning
» GEANT can offer advice and guidance
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summary



Summary of EFP AAl

 The EFP AAl enables a secure and seamless user experience of the
EFP’s services and Hosting Entities’ resources

* It builds on established and widely-adopted services, including
MyAccessID and eduGAIN

* End user registration is quick and easy, but be prepared with your
passport and mobile phone

* Hosting Entities can use standard openssh functionality, easing
integration with existing services



Key resources
* EFP for End Users

* https://docs.my-eurohpc.eu/aai/aai

* EFP for Hosting Entities

* https://integration.docs.my-eurohpc.eu/aai

* MyAccessID

* https://wiki.geant.org/x/AgBUEQ
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Webinars series — more info at https://docs.my-eurohpc.eu/training

Webinar 1 of 5 — Introduction to the EuroHPC Federation Platform
Recording available!

Webinar 2 of 5 — EFP Federated Software Catalog
Recording available!

Webinar 3 of 5 — EFP Interactive
Recording available!

Webinar 4 of 5 — EFP AAI (this webinar)
Recording will be available soon...

Webinar 5 of 5 — EFP Workflows
Date: 11 June 2026 14:00-15:00 CEST — Registration open
Speaker: Martin Golasowski (IT4l)

In case of questions, contact EFP consortiumvia: helpdesk@my-eurohpc.eu
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